Background
==========

Digital watermarking is a type of data hiding or steganography. It entails inserting some data into a digital image, a sound file or a digital video \[[@B4],[@B12]\]. This data can be used to verify ownership. A user can extract the data and compare it with the original embedded data to determine ownership of the image. Usually the mere presence of something resembling is the original embedded data is enough to justify for copyright violation purposes. Digital watermarking have several other uses, such as fingerprinting, authentication, integrity verification purposes, content labeling, usage control and content protection \[[@B19],[@B8]\]. The efficient utilization of bandwidth of communication channel and storage space can be achieved, when the reduction in data size is done. Isolated transmission of image and data requires more bandwidth in transmission and more memory space during storage. The large amount of patient information such as bio signals, word documents and medical images required to be exchanged between hospitals. Interleaving one form of data such as 1-D signal or text file over digital images can combine the advantages of data security with efficient memory utilization \[[@B13]\].

The watermarking techniques are divided into basic categories

**Spatial domain watermarking**\[[@B12]\], in which the Least two significant bits of the image pixel is replaced with that of watermark (1D signal or text). This method of spatial domain interleaving is susceptible to noise. Figure [1](#F1){ref-type="fig"} shows the proposed method for interleaving in spatial domain.

![Scheme for storage in spatial domain Interleaving](1475-925X-3-17-1){#F1}

**Frequency domain watermarking**, in which the image is first transformed to the frequency domain and then the low frequency components are modified to contain the text or signal. Watermarking can be applied in the frequency domain by applying transforms like Discrete Fourier Transform (DFT), Discrete Cosine Transform Discrete Wavelet Transform (DWT). Since high frequencies will be lost by compression or scaling, the watermark signal is applied to the lower frequencies or applied adaptively to frequencies that contain important information of the original picture. Since watermarks applied to the frequency domain will be dispersed over the entirety of the image upon inverse transformation, this method is not susceptible to defeat by cropping as in the spatial domain.

Many authors have proposed the protecting the ownership rights through the watermarking \[[@B7],[@B10],[@B13],[@B15]-[@B17]\]. Swanson et al, have proposed the robust data hiding techniques for images \[[@B23]-[@B25]\]. And also authors have implemented adaptive watermarking in the DCT domain \[[@B3],[@B5],[@B14],[@B26]\]. Many authors have implemented the Wavelet based watermarking techniques in the Wavelet domain \[[@B1],[@B6],[@B20],[@B27]\]. Rajendra et al has interleaved the patient information and heart rate data in the various medical images \[[@B21]\]. Figure [1](#F1){ref-type="fig"} shows the scheme for interleaving in the spatial domain. In this work, the interleaving is extended to the DFT, DCT and DWT domain. A gray scale image file (128 × 128 pixels) is used in all the interleaving process.

Methods
=======

Encryption of text file
-----------------------

The information to be stored is encrypted before watermarking to enhance the security. Highly secured algorithm called as Advanced Encryption Standard (AES), which is developed by National Institute of standards and Technology, is used for the encryption of text data. This algorithm is also called as Rijndael algorithm, which is designed by John Daemen and Vincent Rijmen. Rijndael\'s key length is defined to be either 128, or 192 or 256 bits in accordance with the requirements of the AES \[[@B9]\]. Figure [2(a)](#F2){ref-type="fig"} and [2(b)](#F2){ref-type="fig"} shows the original patient data and the encrypted data respectively.

![Encryption of patient information: (a) Original patient information, (b) Encrypted patient information](1475-925X-3-17-2){#F2}

Encryption of bio-signal graph
------------------------------

The Differential Pulse Code Modulation (DPCM) technique is extensively used to reduce the dynamic range of the signal. The DPCM is used here for encrypting the ECG signal. The differential error output (which is random and uncorrelated) is used as the encrypted version of the original signal. The DPCM is a predictive coding technique where in the present sample *x*~*n*~in a signal is expressed as a sum of linearly weighted past sample *x*~*n*-1~and error signal *e*~*n*~\[[@B11],[@B22]\].

*x*~*n*~= *px*~*n*-1~+ *e*~*n*~    (1)

The predictor coefficient *p*is determined by the least square technique, as
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The differential error *e*~*n*~is stored along with the first sample *x*~0~and the linear predictor coefficient *p*. The ECG signal *x*~*n*~can be reconstructed from the error signal by auto-regression technique (Eq. (1)). Thus, the symbol pair (*p*, *x*~0~) forms the key for the encrypted ECG signal *e*~*n*~. This quantized *e*~*n*~is interleaved with the LSB of image DCT/DWTs. As the dynamic range of the error signal *e*~*n*~is very small, it is coded with only 4 bits.

Interleaving in spatial domain
------------------------------

The ASCII code of the encrypted text is swapped with the least significant bit of the pixels in the image. Each bit in the ASCII code of the text is placed at last bit of the pixels in the image. This procedure is repeated for all the ASCII codes of given text. It can be seen that one ASCII code can be hidden in eight pixels of the given image. Similarly the graphic files of bio-signals are also interleaved in the pixels using above said procedure. The graphic file is encrypted using DPCM. In this study ECG is used as a bio-signal which is encrypted as given in the section 3.2 of this paper. Fig. [3(a),3(b)](#F3){ref-type="fig"} and [3(c)](#F3){ref-type="fig"} are the original, reconstructed and error signals of the DPCM.

![Results of DPCM techniques: a) Original signal b) Reconstructed ECG signal C) Error signal](1475-925X-3-17-3){#F3}

Interleaving in DFT domain
--------------------------

DFT magnitude is robust to translation or shift attacks in the domain since cyclic translation of image in the spatial domain does not affect DFT amplitude. DFT offers the possibility of interleaving either in the magnitude or the phase of the DFT coefficients. The phase is far more important than the magnitude of the DFT coefficients for the intelligibility of an image. Hence the interleaving is done in the magnitude coefficients of the DFT coefficients. The DFT is taken for the blocks 8 × 8 pixels of the image, selected in raster fashion. All the DFT coefficients are not modified. The low frequency components of the image are perceptually more significant ones and any modification of them deteriorates the image fidelity. Therefore interleaving should be carried out in the high frequency region. The high frequency components are less significant in terms of fidelity. Hence the compression techniques use this property and suppress the high frequency coefficients. Hence the interleaving is done in the bandpass coefficients of the magnitude of the DFT coefficients. Figure [4](#F4){ref-type="fig"} shows the interleaving procedure adopted in the DFT domain.

![Scheme for Interleaving in DFT Domain](1475-925X-3-17-4){#F4}

Interleaving in DCT domain
--------------------------

Blocks of 8 × 8 pixels are selected in a raster fashion from the image to be compressed. This forms the input to the encoder. Applying DCT to these blocks transforms the image from spatial domain to frequency domain. The DCT contains the DC coefficient, which measures the zero frequency, and 63 AC coefficients. The DCT coefficients are quantized according to perceptual criteria. For interleaving the LSB of each DCT coefficient is replaced by the text data (after the quantization and zigzag encoding). The eight bits of ASCII code in the text file will replace the LSB of eight consecutive DCT coefficients of the image from the middle frequency range onwards (from 32 to 63 coefficients). If the data file is a graphic signal having 16-bit word, 16 consecutive DCT coefficients are used for interleaving a single word. The LSB is chosen for data interleaving because, the resulting degradation of image is minimal. In the decoding side, the interleaved text or graphical signal can be obtained by de-interleaving i.e., extracting the LSBs and concatenating the same, before, inverse quantization, zigzag coding and inverse DCT. The Interleaving procedure implemented in DCT domain is shown in figure [5](#F5){ref-type="fig"}.

![Scheme for Interleaving in DCT Domain](1475-925X-3-17-5){#F5}

Interleaving in Wavelet domain
------------------------------

Wavelets are the functions defined over a finite interval and having average value zero. The basic idea of the Wavelet transform is to represent any arbitrary function f(t) as a superposition of a set of such wavelets or basis functions. These basis functions are obtained from a single prototype Wavelet called the mother Wavelet, by dilations or contractions (scaling) and translations (shifts). Besides the usage of DCT in JPEG, a new compression technique called JPEG2000 uses Discrete Wavelet Transform. The blocking artifacts of DCT in JPEG are noticeable and annoying. In Wavelet based compression we get higher compression and blocking artifacts are avoided. The Wavelet transform can be implemented using filter banks \[Mallat, 1998\]. The signal is decomposed into various subbands octave-band decomposition is most widely used. Figure [6](#F6){ref-type="fig"} shows the scheme used for DWT domain interleaving process. The Figure [7](#F7){ref-type="fig"}. shows three level octave band decomposition. The DWT gives three parts of multiresolution representation and one part of multiresolution approximation \[Mallat, 1998\]. It is similar to hierarchical subband system, where subbands are logarithmically spaced in frequency. The subbands labeled LH1, HL1, HH1 of multiresolution representation represent the finest scale Wavelet coefficients. To obtain next coarser scale of the Wavelet coefficients, the subband LL1 i.e. multiresolution approximation is further decomposed and critically subsampled. We perform three level decomposition of the image and embed the text/Graphic file information into High frequency region band respectively (Starting from the 32^nd^coefficient to 64^th^coefficient). The text and graphic file can be extracted from the DWT coefficients before inverse quantization, inverse zigzag coding and taking inverse discrete Wavelet transform and to recover the original image.

![Scheme for Interleaving in DWT Domain](1475-925X-3-17-6){#F6}

![Scheme for DWT decomposition of an image](1475-925X-3-17-7){#F7}

Results
=======

Three types of medical images CT, MRI and Angiogram images of size 128 × 28 pixels are chosen. The text and the error signal (of DPCM) data size is 130 bytes. The ASCII codes of the encrypted text shown in Fig. [2b](#F2){ref-type="fig"} are broken into bits and interleaved into the DFT coefficients of the pixels of CT image (Fig. [8a](#F8){ref-type="fig"}). The resulting image is shown in Fig. [8b](#F8){ref-type="fig"}. The error signal e~n~obtained from DPCM shown in Fig. [3c](#F3){ref-type="fig"}, is interleaved into the DCT coefficients of the MRI image (Fig. [9a](#F9){ref-type="fig"}). The resulting interleaved images are shown in Fig. [9b](#F9){ref-type="fig"}. The ASCII code of the encrypted text (Fig. [2b](#F2){ref-type="fig"}) is again interleaved into the DWT coefficients of Angiogram image (Fig. [10a](#F10){ref-type="fig"}). And the result is shown in Fig. [10b](#F10){ref-type="fig"}. It can be seen from results, the process does not affect the picture quality. This is attributed to the fact that the change in LSB of a pixel changes its brightness by 1 part in 256. Fig. [11a](#F11){ref-type="fig"} and [11b](#F11){ref-type="fig"} show the intensity histograms of the original and interleaved (with encrypted text data of Fig. [2b](#F2){ref-type="fig"}) Angiogram images. It can be seen that the shape of the histogram bears resemblance to that of the original image. The change in the population of pixels of a specific intensity is definite in nature. There will be change in the pixel value of 1 or 0 depending on the bit used for interleaving. Hence, the modified histogram has the resemblance of the original histogram. A quantitative assessment of the method is obtained by evaluating the normalized root mean square error (NRMSE) as defined below:

![Result of interleaving text in the CT Image in DFT domain: a) Original image b) Interleaved image](1475-925X-3-17-8){#F8}

![Result of interleaving DPCM error in the MRI Image in DCT domain: a) Original image b) Interleaved image](1475-925X-3-17-9){#F9}

![Result of interleaving in text in the Angiogram Image in DWT Domain: a) Original image b) Interleaved image](1475-925X-3-17-10){#F10}

![Histogram of CT images: a) Original Image b) Interleaved Image](1475-925X-3-17-11){#F11}

![](1475-925X-3-17-i2.gif)

where N = Total number of columns; M = Total number of rows in the image.

*f(x, y)*= The original pixel intensity; *f*~*w*~(*x*, *y*) = The modified (interleaved) pixel intensity

From the table [1](#T1){ref-type="table"}, [2](#T2){ref-type="table"}, [3](#T3){ref-type="table"} and [4](#T4){ref-type="table"}, we can infer that, the %NMRSE is less for DFT and spatial domain interleaving. In DFT domain, the interleaving is done in the band pass coefficients of the magnitude of the DFT coefficients. In DCT and DWT domain the error is more due to the quantization.

###### 

Results of the interleaving data with the image in spatial domain

  Image       %NRMSE Text   %NRMSE Graphic Signal
  ----------- ------------- -----------------------
  CT          0.1986        0.1425
  MRI         0.2435        0.1595
  Angiogram   0.1845        0.1446

###### 

Results of interleaving data with image in the DFT domain

  Image       %NRMSE Text   %NRMSE Graphic Signal   \% NRMSE For Non Interleaved image
  ----------- ------------- ----------------------- ------------------------------------
  CT          0.0346        0.0301                  0.0258
  MRI         0.0398        0.0350                  0.0312
  Angiogram   0.0349        0.0314                  0.0275

###### 

Results of interleaving data with image in the DCT domain

  Image       %NRMSE Text   %NRMSE Graphic Signal   \% NRMSE For Non Interleaved image
  ----------- ------------- ----------------------- ------------------------------------
  CT          0.2926        0.2684                  0.2189
  MRI         0.3416        0.3137                  0.2597
  Angiogram   0.2969        0.2892                  0.2405

###### 

Results of interleaving data with image in the DWT domain

  Image       %NRMSE Text   %NRMSE Graphic Signal   \% NRMSE For Non Interleaved image
  ----------- ------------- ----------------------- ------------------------------------
  CT          0.3612        0.3111                  0.2713
  MRI         0.4380        0.3766                  0.3503
  Angiogram   0.2605        0.1645                  0.0064

Conclusion
==========

Interleaving of the patient information such as text documents and physiological signals with medical images in the spatial and frequency domain is presented for efficient storage. Text files are encrypted using Rijndael algorithm and ECG signal is encrypted by DPCM technique, prior to interleaving. In the spatial domain the interleaving, the NRMSE was less than 0.25% for 8-bit encoded pixel intensity. Among the frequency domain interleaving methods, DFT was found to be very efficient. The NRMSE was found to be less than 0.04%. But the quantity of data interleaved will be less. Security of information can be further enhanced by choosing the position of the interleaved bit according to a specific plan known only to the authorized users.
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